AJH Flooring Solutions Ltd
Data protection policy

Context and overview

Key details
* Policy prepared by: Andrew Hunter
» Approved by board / management on:  12/05/2018
» Policy became operational on: 25/05/2018
* Nextreview date: 12/05/2019
Introduction

AJH Flooring Solutions Ltd needs to gather and use certain information about
individuals.

These can include customers, suppliers, business contacts, employees and
other people the organisation has a relationship with or may need to contact.

This policy describes how this personal data must be collected, handled and
stored to meet the company’s data protection standards — and to comply with
the law.

Why this policy exists
This data protection policy ensures [company name]:

+ Complies with data protection law and follow good practice
* Protects the rights of staff, customers and partners

* Is open about how it stores and processes individuals’ data
» Protects itself from the risks of a data breach
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Data protection law

The Data Protection Act 1998 describes how organisations — including AJH
Flooring Solutions Ltd— must collect, handle and store personal information.

These rules apply regardless of whether data is stored electronically, on
paper or on other materials.

To comply with the law, personal information must be collected and used
fairly, stored safely and not disclosed unlawfully.

The Data Protection Act is underpinned by eight important principles. These
say that personal data must:

Be processed fairly and lawfully

Be obtained only for specific, lawful purposes

Be adequate, relevant and not excessive

Be accurate and kept up to date

Not be held for any longer than necessary

Processed in accordance with the rights of data subjects

Be protected in appropriate ways

Not be transferred outside the European Economic Area (EEA), unless
that country or territory also ensures an adequate level of protection

i NS i

People, risks and responsibilities

Policy scope
This policy applies to:

* The head office of AJH Flooring Solutions Ltd

» All branches of AJH Flooring Solutions Ltd

» All staff and volunteers of AJH Flooring Solutions Ltd

» All contractors, suppliers and other people working on behalf of AJH
Flooring Solutions Ltd

It applies to all data that the company holds relating to identifiable individuals,
even if that information technically falls outside of the Data Protection Act
1998. This can include:

* Names of individuals

* Postal addresses

* Email addresses

* Telephone numbers

* ...plus any other information relating to individuals
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Data protection risks

This policy helps to protect AJH Flooring Solutions Ltd from some very real
data security risks, including:

Breaches of confidentiality. For instance, information being given out
inappropriately.

Failing to offer choice. For instance, all individuals should be free to
choose how the company uses data relating to them.

Reputational damage. For instance, the company could suffer if
hackers successfully gained access to sensitive data.

Responsibilities

Everyone who works for or with AJH Flooring Solutions Ltd has some
responsibility for ensuring data is collected, stored and handled appropriately.

Each team that handles personal data must ensure that it is handled and
processed in line with this policy and data protection principles.

However, these people have key areas of responsibility:

The board of directors is ultimately responsible for ensuring that AJH
Flooring Solutions Ltd meets its legal obligations.

The Managing Director, Andrew Hunter, is responsible for:

* Keeping the board updated about data protection
responsibilities, risks and issues.

* Reviewing all data protection procedures and related policies, in
line with an agreed schedule.

* Arranging data protection training and advice for the people
covered by this policy.

» Handling data protection questions from staff and anyone else
covered by this policy.

» Dealing with requests from individuals to see the data AJH
Flooring Solutions Ltd holds about them (also called ‘subject
access requests’).

» Checking and approving any contracts or agreements with third
parties that may handle the company’s sensitive data.

The Managing Director, Andrew Hunter, is responsible for:

* Ensuring all systems, services and equipment used for storing
data meet acceptable security standards.

» Performing regular checks and scans to ensure security
hardware and software is functioning properly.

« Evaluating any third-party services the company is considering
using to store or process data. For instance, cloud computing
services.

The Managing Director, Andrew Hunter, is responsible for:

* Approving any data protection statements attached to
communications such as emails and letters.
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» Addressing any data protection queries from journalists or media
outlets like newspapers.

» Where necessary, working with other staff to ensure marketing
initiatives abide by data protection principles.

General staff guidelines

The only people able to access data covered by this policy should be
those who need it for their work.

Data should not be shared informally. When access to confidential
information is required, employees can request it from their line
managers.

AJH Flooring Solutions Ltd will provide training to all employees to
help them understand their responsibilities when handling data.

Employees should keep all data secure, by taking sensible precautions
and following the guidelines below.

In particular, strong passwords must be used and they should never
be shared.

Personal data should not be disclosed to unauthorised people, either
within the company or externally.

Data should be regularly reviewed and updated if it is found to be out
of date. If no longer required, it should be deleted and disposed of.

Employees should request help from their line manager or the data
protection officer if they are unsure about any aspect of data protection.

Data storage

These rules describe how and where data should be safely stored. Questions
about storing data safely can be directed to the IT manager or data controller.

When data is stored on paper, it should be kept in a secure place where
unauthorised people cannot see it.

These guidelines also apply to data that is usually stored electronically but
has been printed out for some reason:

When not required, the paper or files should be kept in a locked
drawer or filing cabinet.

Employees should make sure paper and printouts are not left where
unauthorised people could see them, like on a printer.

Data printouts should be shredded and disposed of securely when
no longer required.

When data is stored electronically, it must be protected from unauthorised
access, accidental deletion and malicious hacking attempts:

Data should be protected by strong passwords that are changed
regularly and never shared between employees.
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If data is stored on removable media (like a CD or DVD), these
should be kept locked away securely when not being used.

Data should only be stored on designated drives and servers, and
should only be uploaded to an approved cloud computing services.

Servers containing personal data should be sited in a secure
location, away from general office space.

Data should be backed up frequently. Those backups should be
tested regularly, in line with the company’s standard backup
procedures.

Data should never be saved directly to laptops or other mobile
devices like tablets or smart phones.

All servers and computers containing data should be protected by
approved security software and a firewall.

Data use

Personal data is of no value to AJH Flooring Solutions Ltd unless the
business can make use of it. However, it is when personal data is accessed
and used that it can be at the greatest risk of loss, corruption or theft:

When working with personal data, employees should ensure the
screens of their computers are always locked when left unattended.

Personal data should not be shared informally. In particular, it
should never be sent by email, as this form of communication is not
secure.

Data must be encrypted before being transferred electronically.
The IT manager can explain how to send data to authorised external
contacts.

Personal data should never be transferred outside of the European
Economic Area.

Employees should not save copies of personal data to their own
computers. Always access and update the central copy of any data.
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Data accuracy

The law requires AJH Flooring Solutions Ltd to take reasonable steps to
ensure data is kept accurate and up to date.

The more important it is that the personal data is accurate, the greater the
effort AJH Flooring Solutions Ltd should put into ensuring its accuracy.

It is the responsibility of all employees who work with data to take reasonable
steps to ensure it is kept as accurate and up to date as possible.

» Data will be held in as few places as necessary. Staff should not
create any unnecessary additional data sets.

» Staff should take every opportunity to ensure data is updated. For
instance, by confirming a customer’s details when they call.

* AJH Flooring Solutions Ltd will make it easy for data subjects to
update the information AJH Flooring Solutions Ltd holds about them.
For instance, via the company website.

+ Data should be updated as inaccuracies are discovered. For
instance, if a customer can no longer be reached on their stored
telephone number, it should be removed from the database.

+ ltis the marketing manager’s responsibility to ensure marketing
databases are checked against industry suppression files every
six months.

Subject access requests

All individuals who are the subject of personal data held by AJH Flooring
Solutions Ltd are entitled to:

* Ask what information the company holds about them and why.
* Ask how to gain access to it.
* Be informed how to keep it up to date.

+ Be informed how the company is meeting its data protection
obligations.

If an individual contacts the company requesting this information, this is called
a subject access request.

Subject access requests from individuals should be made by email,
addressed to the data controller at info@terracecatering.co.uk. The data
controller can supply a standard request form, although individuals do not
have to use this.

Individuals will be charged £10 per subject access request. The data
controller will aim to provide the relevant data within 14 days.

The data controller will always verify the identity of anyone making a subject
access request before handing over any information.
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Disclosing data for other reasons

In certain circumstances, the Data Protection Act allows personal data to be
disclosed to law enforcement agencies without the consent of the data
subject.

Under these circumstances, AJH Flooring Solutions Ltd will disclose
requested data. However, the data controller will ensure the request is
legitimate, seeking assistance from the board and from the company’s legal
advisers where necessary.

Providing information

AJH Flooring Solutions Ltd aims to ensure that individuals are aware that their
data is being processed, and that they understand:

* How the data is being used
* How to exercise their rights

To these ends, the company has a privacy statement, setting out how data
relating to individuals is used by the company.

[This is available on request. A version of this statement is also available on
the company’s website.]
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Website Cookie & Privacy Policy

This privacy policy is for this website, www.ajhflooring.co.uk, and served by
AJH Flooring Solutions Ltd and governs the privacy of its users who choose to
use it.

The policy sets out the different areas where user privacy is concerned and
outlines the obligations & requirements of the users, the website and website
owners. Furthermore the way this website processes, stores and protects
user data and information will also be detailed within this policy.

The Website

This website and its owners take a proactive approach to user privacy and
ensure the necessary steps are taken to protect the privacy of its users
throughout their visiting experience. This website complies to all UK national
laws and requirements for user privacy.

Cookie Policy

This website uses cookies to better the users experience while visiting the
website. Where applicable this website uses a cookie control system allowing
the user on their first visit to the website to allow or disallow the use of cookies
on their computer / device. This complies with recent legislation requirements
for websites to obtain explicit consent from users before leaving behind or
reading files such as cookies on a user’s computer / device.

The cookies in use to deliver Google Analytics service are described in the
table below.

Cookie Title Description

These cookies are used to store information, such as what
time your current visit occurred, whether you have been to
the site before, and what site referred you to the web

__utma page.

utmb These cookies contain no personally identifiable
- information but they will use your computer’s IP address to
know from where in the world you are accessing the
Internet.

Google

—utme Analytics

utmv
Google stores the information collected by these cookies
__utmz on servers in the United States. Google may transfer this
information to third-parties where required to do so by law,
or where such third-parties process the information on
Google’s behalf.
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Opt-out

In order to provide website visitors with more choice on how data is collected
by Google Analytics, Google has developed the Google Analytics Opt-out
Browser Add-on. The add-on communicates with the Google Analytics
JavaScript (ga.js) to stop data being sent to Google Analytics. The Google
Analytics Opt-out Browser Add-on does not affect usage of the website in any
other way. A link to further information on the Google Analytics Opt-out
Browser Add-on is provided below for your convenience.

http://tools.google.com/dIpage/gaoptout?hl=None

For more information on the usage of cookies by Google Analytics please see
the Google website. A link to the privacy advice for this product is provided
below for your convenience.

http://www.google.com/analytics/learn/privacy.html

Disabling Cookies

If you would like to restrict the use of cookies you can control this in your
Internet browser. Links to advice on how to do this for the most popular
Internet browsers are provided below for convenience and will be available for
the Internet browser of your choice either online or via the software help
(normally available via key F1).

Internet Explorer
http://windows.microsoft.com/en-GB/windows7/Block-enable-or-allow-cookies
Google Chrome

https://support.google.com/chrome/bin/answer.py?hl=en-
GB&answer=95647&p=cpn_cookies

Mozilla Firefox
http://support.mozilla.org/en-US/kb/Blocking%20cookies
Apple Safari
http://docs.info.apple.com/article.html?artnum=32467

Contact & Communication

Users contacting this website and/or its owners do so at their own discretion
and provide any such personal details requested at their own risk. Your
personal information is kept private and stored securely until a time it is no
longer required or has no use, as detailed in the Data Protection Act 1998.
Every effort has been made to ensure a safe and secure form to email
submission process but advise users using such form to email processes that
they do so at their own risk.

This website and its owners use any information submitted to provide you with
further information about the products / services they offer or to assist you in
answering any questions or queries you may have submitted. This includes
using your details to subscribe you to any email newsletter program the
website operates but only if this was made clear to you and your express
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permission was granted when submitting any form to email process. Or
whereby you the consumer have previously purchased from or enquired about
purchasing from the company a product or service that the email newsletter
relates to. This is by no means an entire list of your user rights in regard to
receiving email marketing material. Your details are not passed on to any third
parties.

Email Newsletter

This website operates an, occasional, email newsletter program, used to
inform subscribers about products and services supplied by this website.
Users can subscribe through an online automated process should they wish
to do so but do so at their own discretion. Some subscriptions may be
manually processed through prior written agreement with the user.

Subscriptions are taken in compliance with UK Spam Laws detailed in the
Privacy and Electronic Communications Regulations 2003. All personal
details relating to subscriptions are held securely and in accordance with the
Data Protection Act 1998. No personal details are passed on to third parties
nor shared with companies / people outside of the company that operates this
website. Under the Data Protection Act 1998 you may request a copy of
personal information held about you by this website’s email newsletter
program. A small fee will be payable. If you would like a copy of the
information held on you please write to the business address at the bottom of
this policy.

Email marketing campaigns published by this website or its owners may
contain tracking facilities within the actual email. Subscriber activity is tracked
and stored in a database for future analysis and evaluation. Such tracked
activity may include; the opening of emails, forwarding of emails, the clicking
of links within the email content, times, dates and frequency of activity [this is
by no far a comprehensive list].

This information is used to refine future email campaigns and supply the user
with more relevant content based around their activity.

In compliance with UK Spam Laws and the Privacy and Electronic
Communications Regulations 2003 subscribers are given the opportunity to
un-subscribe at any time through an automated system. This process is
detailed at the footer of each email campaign. If an automated un-subscription
system is unavailable clear instructions on how to un-subscribe will by
detailed instead.

External Links

Although this website only looks to include quality, safe and relevant external
links, users are advised adopt a policy of caution before clicking any external
web links mentioned throughout this website. (External links are clickable text
/ banner / image links to other websites.)

The owners of this website cannot guarantee or verify the contents of any
externally linked website despite their best efforts. Users should therefore
note they click on external links at their own risk and this website and its
owners cannot be held liable for any damages or implications caused by
visiting any external links mentioned.
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Social Media Platforms

Communication, engagement and actions taken through external social media
platforms that this website and its owners participate on are custom to the
terms and conditions as well as the privacy policies held with each social
media platform respectively.

Users are advised to use social media platforms wisely and communicate /
engage upon them with due care and caution in regard to their own privacy
and personal details. This website nor its owners will ever ask for personal or
sensitive information through social media platforms and encourage users
wishing to discuss sensitive details to contact them through primary
communication channels such as by telephone or email.

This website may use social sharing buttons which help share web content
directly from web pages to the social media platform in question. Users are
advised before using such social sharing buttons that they do so at their own
discretion and note that the social media platform may track and save your
request to share a web page respectively through your social media platform
account.

Shortened Links in Social Media

This website and its owners through their social media platform accounts may
share web links to relevant web pages. By default some social media
platforms shorten lengthy urls [web addresses] (this is an example:
http://bit.ly/zyVUBO).

Users are advised to take caution and good judgement before clicking any
shortened urls published on social media platforms by this website and its
owners. Despite the best efforts to ensure only genuine urls are published
many social media platforms are prone to spam and hacking and therefore
this website and its owners cannot be held liable for any damages or
implications caused by visiting any shortened links.

Resources & Further Information

Data Protection Act 1998

Privacy and Electronic Communications Regulations 2003

Privacy and Electronic Communications Regulations 2003 — The Guide
Twitter Privacy Policy

Facebook Privacy Policy

Google Privacy Policy
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http://www.legislation.gov.uk/ukpga/1998/29/contents
http://www.legislation.gov.uk/uksi/2003/2426/contents/made
https://ico.org.uk/for-organisations/guide-to-pecr/
http://twitter.com/privacy
http://www.facebook.com/about/privacy/
http://www.google.com/privacy.html

